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INESC TEC AI  ecosystem for energy
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AI4REALNET in a nutshel l

Use Cases
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Conceptual  framework

Framework
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Highl ight  1:  Explainabi l i ty of  AI  agent behaviour

GOAL: prediction approach to detect AI agent failures beforehand

Lehna et al., 2024
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Highl ight  2:  Distr ibuted reinforcement learning

GOAL: Divide into subproblems that can lead to distinct learning processes with less computational and 
data requirements

Losapio et al, 2024

Highly correlated
state-action pairs are 
grouped together to create
simpler
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Highl ight  3:  Interact ive AI
GOAL: Experimentation of bi-directional virtual assistants for joint decision-making 

real-time view of the environment with tools like zooming

tracking time steps and event history for analysis

notifications about risks 
and events 

AI-based suggestions that 
operators can adopt
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Evolving symbolic model (ESM) concept
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Fernandes et al.
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ESM for dynamic securi ty assessement

Example of a simplistic template for 
ESM

template evolution process

Decision system



10

ESM for  learning contro l  systems wi th  gr id- forming

Knowledge representation

Evolution of control graphs
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ESM for  learning contro l  systems wi th  gr id- forming

Control system learned with ESM for the GFM converter
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Testing and experimentat ion faci l i ty (TEF)

Defined by the EC as a “combination of physical and virtual 
facilities, in which technology providers can get primarily 
technical support to test their latest AI-based software and 
hardware technologies in real-world environments”
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Testing and experimentat ion faci l i ty (TEF)
Portuguese node: business cases, test cases, and TEF services
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TEF: Low voltage network reconstruct ion

• Power measurements
• Voltage measurements

No additional information

Compute the fitness score

Generate a new offspring using 
the traditional GA operators
• Grid mutation

• Grid recombination 
weighted with fitness scores

• Elite selection

Convergence to the correct 
topology

Discover Low Voltage grid topologies given smart meter data

WHY?

• Incorrect or inexistent topological and electrical 
characterization

• Traditional approaches lack robustness to voltage errors

Initial Conditions

Electric Characteristics Prediction 
(for a candidate Topology) Genetic Algorithm evolution
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TEF: Low voltage network reconstruct ion
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Smart  alarm management

High Cognitive Load!

Grid monitoring & 
protection equipment

Large volume of real-time
and historical alarms data

Decision-making
under pressure

Alarms!

Data!Decisions!

Power system more
complex to operate

Operation complexity 
rising at a fast pace

(e.g., DER, prosumers, grid maintenance)

High-volume of 
the information generated 

during outages

up to 200 alarm messages per minute

Source: E-REDES SCADA Alarm event log data 
(a snapshot for less than a second)

only ~10% of 8,631,091 historical 
records are relevant
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Smart  alarm management

Graph for a collection of short phase-to-ground cases 

Abnormal pickup
during phase-to-ground

fault

Time synchronization 
problem 

(reclosure cycle event after circuit 
breaker closed)

Operator sent 
command to close a 

circuit breaker after it 
was closed already

Missing event
(circuit breaker opens 

without a protection TRIP)
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Smart  alarm management
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• Fault in line segment between Automatic Circuit Reclosers (ACR) 2 and 3 

protection equipment's
• Circuit breaker opening for Primary Substations (PS) 1 and 2

Campos et al. Andrade et al.
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Concluding remarks

Foundation models can be used to speed up the search for 
“optimal” symbolic models (towards knowledge-assisted AI)

Interactive AI for human-AI joint decision-making and learning 
is a fundamental requirement for critical infrastructures

Testing and experimentation facilities (TEF) supported on 
open-source and Data Spaces technology are fundamental for 
AI development and certification
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TEF: Low voltage network reconstruct ion
for a candidate Topology

Predicted voltage converge to the real value for the correct connections

CI Approach
PCP Approach

Grid mutation
Grid recombination

Elite selection
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